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ARE YOU +RE+ARE, /OR THE TCS ,EA,$I2E3 

any healthcare providers have been so 
focused on compliance with the FG#!! 

#rivacy Regulations that they have not paid much 
attention to the electronic Transactions and Code 
Sets ITCSJ portion of the law.  The deadline for 
compliance with TCS is 1ctober 1M, <00>.  To 
date, COS has not been receptive to a delay in the 
deadline. 3ote the following article: 
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The most significant risk for missing the deadline 
is not an investigation due to a complaint filed 
against your entity. Gt is the risk of an abrupt 
interruption of your cash flow due to non-payment 
by payers as a result of noncompliance with the 
transaction requirements.  Gt has been estimated 
that the average provider cannot last financially for 

more than 10-1T days with an interruption in 
claims payments. Gt is not unrealistic to believe it 
will take weeks, if not months, to become 
compliant and resubmit your claims for payment. 

Gf you havenUt already 
begun your TCS 
testing, donUt panic.  
Gmmediately begin the 
process by developing 
a testing strategy and 
plan. OaVor steps to 
include in this process 
are: 

!  !ssign responsibility 
for testing. 

!  Speak to your 
external partners, including those for your 
software applications, your payers and any 
clearinghouses.  Xiscuss delivery dates for new 
software and the support they provide for data 
conversion and testing. 

!  Xevelop a broad set of test scenarios, cases, and 
scripts. 

!  Be sure that all system changes Ivendors, 
clearinghouses, and any internal custom code 
requiring remediationJ are scheduled and 
incorporated into the test plan. 
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!  Gdentify your transaction certification strategy 
and contact the appropriate vendors well in 
advance to inform them of your plan. 

!  1btain specific information from your trading 
partners about their testing processes and 
procedures. Be sure to incorporate those 
parameters into your test plan. 

!  Oake a realistic assessment of the resources 
needed to initiate the test plan. 

!  Gncorporate the maVor elements of your 
Transaction Contingency #lan into your test 
plan. 

!  Xocument everything.  Oaintain a record of 
your entire testing process from planning to 
final sign-off. 

Gt may be advantageous to utilize consultants to 
augment your internal initiatives.  Based on the 
#hoenix Spring <00> Fealthcare Gndustry FG#!! 
Survey, TT[ of respondents across the industry are 
currently using outside consultants to support 
FG#!! initiatives. !s in the past, the biggest users 
of consultants are larger hospitals ITM[ of which 
use consultantsJ and #ayers IMM[J.  !pproximately 
>0[ of respondents have engaged consultants for 
assessment and implementation planning services, 
<<[ for implementation support, and about T\[ 
for FG#!! awareness and training support. 

The #hoenix Survey asked providers and payers to 
indicate which types of Transactions their 
organizations were actually planning to send and 
receive, at least as of the 1ctober 1M deadline. 3ot 
surprisingly, payer proVections are greater than 
those of providers, considering the requirements 
upon them to handle all FG#!! standardized 
Transactions. The maVority of #roviders anticipate 
conducting ]>^ Claims and ]>\ #ayments and 
Remittance !dvice Transactions immediately. 
Fowever, a maVority of #roviders do not plan to 
conduct the remaining standard electronic 
Transactions, at least as of 1ctober <00>. 
!
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Gs it too late to get started_ Technically, yes. 5ou 
should have already begun testing, as required 
under !SC!. For many covered entities, the reality 
is they must 456 768965: ;<= if they have not 
begun the testing process. Xo not wait for your 
vendor or clearinghouse to determine your testing 
approach. Remember, you are the covered entity 
responsible for compliance and it was you who 
signed and certified the !SC! Compliance 
Extension Form back in 1ctober. Gt is your 
organization that must achieve TCS compliance in 
only a few weeks...and most important, it is your 
organization that will lose revenues if your 
submitted claims cannot be paida 
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2E) SECURITY REGU$ATIO2S?  THE 2E@T STE+ U2,ER HI+AA 
 
1n February <0, <00>, the Xepartment of Fealth 
and Fuman Services IXFFSJ published the final 
rule adopting standards for the security of 
electronic protected health information.  The final 
rule implements some of the requirements of the 
!dministrative Simplification subtitle of the 
Fealth Gnsurance #ortability and !ccountability 
!ct of 1bbM IFG#!!J.  7ike the FG#!! privacy 
rule, the security regulations apply to all ccovered 
entitiesd:  health plans, health care clearinghouses, 
and health care providers who transmit any health 
information in electronic form in connection with 
a covered transaction. 

4&"', 9)A1D"'J"&3. / '%&"'@"59)3%7'X9$"'

The purpose of the final rule is to adopt national 
standards for safeguards to protect the 
confidentiality, integrity, and availability of 
electronic protected health information.  
Electronic protected health information is 
individually identifiable health information that is 
transmitted by or maintained in electronic media.  
Electronic media includes memory devices, 
removable digital memory medium, such as 
magnetic tapes or disks, the Gnternet, intranet, 
leased lines, dial-up lines, and private networks.  Gt 
does not include the transmission of paper via 
facsimile or of voice via telephone.   

ender the rule, covered entities should: I1J protect 
against reasonably anticipated threats or hazards to 
the security and integrity of electronic protected 
health informationf I<J protect against reasonably 
anticipated uses and disclosures of electronic 
protected health information not permitted under 
the rulef and I>J ensure compliance by its 
workforce. 

!ccording to XFFS, the security standards are 
based on three general concepts.  First, the 
standards were developed to be flexible and 
scalable, allowing covered entities to interpret and 
implement the standards in accordance with their 
own risks.  Second, the standards are 
comprehensive, covering all aspects of security, 
behavioral as well as technical.  Third, the 
standards are technology neutral, allowing covered 
entities to use future technological advances 

without requiring XFFS to modify the standards.   
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The security rule differs in scope from the privacy 
rule in two important ways.  While the privacy rule 
covers all protected health information, whether in 
paper, electronic or oral format, the security rule 
only applies to electronic protected health 
information.  Gn addition, while the privacy rule 
covers only the confidentiality of information, the 
security rule contains standards that address both 
the integrity and availability of electronic 
information.  ender the security rule, covered 
entities are required to enact policies and 
procedures that ensure that electronic data is not 
inappropriately changed and that it is available 
when needed. 
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The security rule adopts both standards Igeneral 
requirementsJ and implementation specifications 
Ispecific measures that pertain to a particular 
standardJ.  There are 1] administrative, physical, 
and technical standards.  Examples of these 
standards include security management process, 
security awareness and training, workstation use, 
access control, and person or entity authentication, 
among others.  There are >M implementation 
specifications associated with these standards, only 
1T of which are mandatory and << of which are 
caddressable.d  There are also M additional 
standards which cover organizational 
requirements, policies and procedures, and 
documentation. 

Gf an implementation specification is 
caddressable,d a covered entity should assess 
whether the implementation specification is a 
reasonable and appropriate safeguard in its 
environment.  Gf it is, the covered entity should 
implement it.  Gf it is not, the covered entity should 
document why it is not reasonable and 
appropriate, and implement an equivalent 
alternative measure. This concept of 
caddressabilityd transfers the Vudgment making 
process from XFFS to the covered entity, 
allowing the covered entity to make its own 
decisions regarding risks and the most effective 
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mechanisms to reduce those risks.  !ll of the 
security standards and implementation 
specifications are summarized in a matrix ccheat 
sheet,d which was published as part of the final 
rule. 

Y"%%3.6'@%#)%"/'

Covered entities should begin their compliance 
efforts with a risk analysis of their systems.  Based 
upon this assessment, each covered entity should 
determine how best to implement each standard 
and implementation specification Ieven 
addressable onesJ. Xocumentation of the risk 
assessment, the determination of how to 
implement each standard, and all policies and 
procedures are essential. Each covered entity 
should then train its workforce and conduct 

 periodic evaluation of its systems and policies and 
procedures. 

Covered entities, excluding small health plans that 
will have an extra year to comply, should be in 
compliance with the new security standards by 
!pril <1, <00\.  While the deadline for compliance 
may seem far away, we recommend that all 
covered entities begin the risk assessment process 
as soon as possible.  
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A,AA2CES I2 I2/ORMATIO2 TECH2O$OGY I2 THE HEA$TH CARE I2,USTRY 
 
The health care industry is undoubtedly one of the 
most data-intensive industries in the e.S., yet it has 
traditionally been behind the eight ball when it 
comes to information technologygfalling far 
behind other industries such as banking, insurance 
and retail.  While most health care innovations 
have recently focused on diagnoses and treatment, 
many providers are realizing that information 
technology will play an increasingly important role 
in the field of medicine, especially with respect to 
patient safety.  Xespite growing evidence that 
electronic medical records can reduce medical 
errors and improve patient care, fewer than \[ of 
!mericaUs primaryhcare providers and only 10[ to 
<0[ of hospitals use such systems, according to a 
recent Z#$$'@%)""%'819).#$'article. 
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1ne of the many benefits of electronic medical 
records and information technology in health care 
is the obvious beneficial effect on physician 
behavior and care processes.  Electronic medical 
records allow providers to access information 
from a variety of locations and to render care 
appropriately.  Oultiple users may also access the 
records simultaneously.  Such availability is 

especially important in multi-site institutions, 
where it may be impossible to move a physical file 
around.  Fealth care providers will also save 
money on paper storage, filing costs, and time 
spent searching for physical records.  Gnstitutions 
will be able to analyze records more thoroughly, 
detect errors more quickly, determine 
reimbursement rates, and Vustify reimbursement 
claims.   

Gn addition, the benefits of electronic medical 
records extend beyond the institutions that use 
them.  Electronic records also allow health care 
providers to share information more readily with 
other providers at different sites, reducing the 
number of redundant queries and diagnostic tests 
and improving the availability of health-related 
information at the point of care delivery.  1n a 
global scale, the ability to quickly gather and share 
medical information for public health purposes has 
become increasingly important, especially in light 
of terrorism and recent epidemics like S!RS and 
the West 3ile virus. 
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Xespite the many benefits of electronic medical 
records and information technology, the road to 
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adoption of such innovations is long and full of 
obstacles.  Certainly, the capital investment 
required to implement an electronic medical 
record system at any one institution may be 
prohibitive.  Gn addition, it is also difficult to 
capture data from health care professionals in a 
structured and computer-friendly manner.  
#hysicians who are accustomed to dictating free-
text health information may find the transition to 
an electronic system challenging.   

Gn addition, most existing electronic data sources 
in the health care industry operate independently 
of each other, with different structures and 
different coding systems.  3ot only might a 
laboratory have a different system than an outside 
physicianUs office or pharmacy, but it also may 
differ from other departments within the same 
hospital.  The key to information technology 
success in the heath care industry is to make all of 
these different systems learn to communicate with 
each other.  Such communication may be 
facilitated, in part, by the creation, adoption, and 
support of industry standards. 

+. /9D%)7'#. / 'C"/ ")#$'- 5%31. '

The health care industry appears to have realized 
the benefits it can gain from investing money in 
information technology.  Spending on healthcare 
information technology by providers is likely to 
increase from $ 1\.1 billion in <00< to $1^.> billion 
in <00^, according to new research from the 
Gnternational Xata Group.  Gncreasingly, this 
money will be spent on clinical, rather than 
administrative, functions, such as computerized 
physician order entry. 

The Bush administration has also vowed to seek a 
\>[ increase in funding to help hospitals use 
information technology to keep better records.  !s 
part of the administrationUs new focus on 
information technology, on july 1, <00>, the e.S. 
Xepartment of Fealth and Fuman Services IFFSJ 
Secretary Tommy Thompson announced two 
steps in building a national electronic health care 
system that will allow patients and their doctors to 
access their complete medical records anytime and 
anywhere they need.   

First, the Secretary announced that FFS has 
signed an agreement with the College of !merican 
#athologists IC!#J to license the CollegeUs 

standardized medical vocabulary system known as 
S31WOEX ISystematized 3omenclature of 
OedicineJ Clinical Terms and make it available 
without charge throughout the e.S. This action 
opens the door to establishing a common medical 
language as a key element in building a unified 
electronic medical records system in the e.S. 

With terms for more than >T0,000 medical 
concepts, the CollegeUs standardized system has 
been recognized as the worldUs most 
comprehensive clinical terminology database 
available.  The licensing agreement with the C!# 
will make it possible for health care providers, 
hospitals, insurance companies, public health 
departments, medical research facilities, and others 
to easily incorporate this uniform technology into 
their information systems. 

Secondly, the Secretary announced that FFS has 
commissioned the Gnstitute of Oedicine to design 
a standardized model of an electronic health 
record.  Fealth 7evel Seven, Gnc. IF7^J, a health 
care standards development organization in !nn 
!rbor, Oichigan, has been asked to evaluate the 
model once it has been designed.  FFS expects to 
have a standardized record ready in <00T. 

Earlier this year, the Xepartment of Fealth and 
Fuman Services, Xefense, and keteran !ffairs 
also announced the first set of uniform standards 
for the electronic exchange of clinical health 
information to be adopted across the federal 
government.  The three federal departments that 
deliver health care services are coordinating with 
numerous other federal agencies to standardize 
federal clinical health information. The new 
standards will help improve the quality of care by 
ensuring that federal entities use a common coding 
system that will make it easier to coordinate care 
and exchange needed information.  

cGtUs important for the federal government to lead 
by example by selecting and adopting these 
standards,d said FFS Secretary Thompson.  cWith 
appropriate privacy protections for personal health 
information, consumers and patients will benefit 
when their health information is available to their 
doctors and other health care providers when it is 
needed, such as in the emergency rooms. But we 
cannot do it alone
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The private sector will be crucial to the widespread 
diffusion of these standards.d 

The Federal government has also helped Vump 
start the adoption of national standards with the 
Fealth Gnsurance #ortability and !ccountability 
!ct of 1bbM IFG#!!J.  FG#!! not only requires 
health care providers, clearinghouses, and health 
plans to transmit information in standard formats 
in connection with certain electronic transactions, 
but it also requires these entities to implement 
various security measures to protect the 
confidentiality and integrity of the electronic health 
information they store and transmit. 

Gf you are thinking about moving to electronic 
medical records, be sure to consider all of the 
benefits and obstacles, as well as current industry 
and federal issues, in deciding whether such a 
transition is appropriate for your organization. 
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